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Editors’s Note

Welcome to the first issue of the Post-Incident Review.

The Review starts with a topo, or illustration of a climbing
route, because of our shared love of rock climbing, and
also as a nod to a relic of a solved problem not unlike
post-incident reviews or postmortems. The idea for the
Review came from one of us (Emil) reading an annual
collection of climbing accidents and wondering what that
might look like for tech. Given that the other of us (Jaime)
had editorial and publishing experience, after months of
thinking, designing, and creating, here we are.

We wanted to create a space for focused reading, although
every post-incident review included is publicly available.
We have not touched the content, and added design only
for clarity. There were plenty more to include were it not
for space considerations.

You'll find wide margins to jot down notes. Let your mind
run free. Maybe you're one of those people who highlights
and then draws a line to the side, before writing your
thoughts. However you see fit, that’s the right way to do it.
We hope you enjoy this, and happy reading!

- Emil Stolarsky and Jaime Woo
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Honeycomb: “You Can’t Deploy

Binaries That Don’t Exist”
By Ben Hartshorne
Published on July 12, 2019

Between 22:50 and 22:54 UTC on July 9, our capacity to
accept traffic to api.honeycomb.io gradually diminished
until all incoming requests started to fail. 8 minutes later,
at 23:02, the API server was once again running at full
capacity. During the initial 4 minutes some requests were
accepted and others refused, but for those 8 minutes all
traffic bounced and we lost data sent to us.

¥fiz< 2A40N <64 <« A2--0 §

As with many outages, it was a combination of factors that
came together to trigger the incident.

e  We've been doing a lot of work on the system that
instruments our build process so that we can use
Honeycomb to understand our CI pipeline. As part
of that work, refactoring some code led to a
regression where the buildevents! tool lost a
feature—passing through the exit code of the
commands that it runs.
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e We committed some code that didn’t compile, but
the fact that it failed tests wasn't correctly
detected in order to fail the build. This code passed
review and made it in to the master branch.

e The build artifact from the non-compiling code
was missing one executable, and got deployed

anyway.

e When the service restarted, there was no code to
run and one by one servers got pulled from
rotation until the outage was complete.

How Have We Addressed This?

As we'd spent a large portion of our error budget during
this outage, we first instituted a release freeze on the API
server. Then, we conducted a retrospective to identify
what we steps we'd need to take in order to unfreeze. As of
today, we have added safeguards in several places to
mitigate the chances that any of the steps above could
cause a similar outage.

Much of the speed at which we iterate and deploy code
depends on trusting that our build system is protecting us
from errors like this. It's paramount that we retain this
trust in order to be able to use automated deploy systems,
so the first step was to fix the regression in our build
instrumentation tool and work towards rebuilding the
belief that if the build is green it's okay to deploy.
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Monzo: “We Had Issues With Monzo
On 29th July. Here's What Happened,

And What We Did To Fix It.”

By Chris Evans
Published on August 9, 2019

On the 29th July from about 13:10 onwards, you might have
had some issues with Monzo. As we shared in an update! at
the time, you might not have been able to:

e Loginto the app

e Send and receive payments, or withdraw money
from ATMs

e  See accurate balances and transactions in your app

e  Get in touch with us through the in-app chat or by
phone

This happened because we were making a change to our
database that didn't go to plan.

We know that when it comes to your money, problems of
any kind are totally unacceptable. We're really sorry about
this, and we're committed to making sure it doesn't
happen again.
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We fixed the majority of issues by the end of that day. And
since then, we've been investigating exactly what
happened and working on plans to make sure it doesn't
happen again.

In the spirit of transparency, we'd like to share exactly
what went wrong from a technical perspective, and how
we're working to avoid it in the future.

Some background
We use Cassandra to store our data, and have multiple
copies of everything

We use a database called Cassandra® to store our data.
Cassandra is an open-source, highly-available, distributed
data store. We use Cassandra to spread the data across
multiple servers, while still serving it as one logical unit to
our services.

We run a collection of 21 servers (which we call a cluster).
And all the data we store is replicated across three out of
the 21 servers. This means if something goes wrong with
one server or we need to make a planned change, the data
is entirely safe and still available from the other two.

Cassandra uses an element called the partition key to
decide which three servers in the cluster of 21 are
responsible for a particular piece of data.



Monzo: “We Had Issues With Monzo On 29th July.
Here’s What Happened, And What We Did To Fix It

Figure 1. Here we have a piece of data represented by
the square which is set to the value T

When we want to read data, we can go to any of the
servers in the cluster and ask for a piece of data for a
specific partition key. All reads and writes from our
services happen with quorum. This means at least two out
of three servers need to acknowledge the value before
data is returned from or written to Cassandra.
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As a result, during peak load, our Cassandra cluster was
running closer to its limits than we'd like. And even though
this wasn't affecting our customers, we knew if we didn't
address it soon we'd start seeing an increase in the time
it'd take to serve requests.

For some of our services (especially those we use to serve
real time payments), taking longer to serve requests would
mean we were slowing down the apps and card payments.
And nobody wants to wait for a long time when they're at
the front of the queue to pay for their shopping!

So we planned to increase the size of the cluster, to add
more compute capacity and spread the load across more
Servers.

¥fi2< f2--0 ON et<fi QA X o}~1

This is the timeline of events that happened on the day. All
times are in British Summer Time (BST), on the 29th of July
2019.

ao~€"“-W¥ start scaling Cassandra by adding six new
servers to the cluster. We have a flag set which we believe
means the new servers will start up and join the cluster,
but otherwise remain inactive until we stream data to
them.

We confirm there's been no impact using the metrics from

12



«<AO | 4<£E E6NO < «OUBOV
E44A0 WE A<A ™Y¥d <O0 xvwe

2<2E240 2 N <AO 400UBEDO4 <fA2< NO-O N
O < 46NO O<06E48™ ¢« N <id4” VO

0 04” Efiz 804 6 2<O0 EX” 02 X NOU®s?
<O 02<H4m™ 8 <i®406 O<06E4 2--020
N EX <Ad® -002<5 ™

a~€“~e¥0 2A< 2<0ON 2 00<4 NO<OE< 2 844A0 Vo<
\24<O0E20N” & NBE%4<8 6 -O0ED <260 & E20N

<02 42E<d 4 200™2806<®d A0 -2X O <4 <02 2E A<
<Ad® 644A0O™

o~€“~%® O00EOBUO 00O- 0<4 &0 Ad< OO0 c-002<8 4
' ¢c-48 <f2< <A0 < <iOX A40 < E A 6E2<0O Vo<
EAd< 004 64 < VOB & 24 OW-OE<ON™ A4 02 <
VO0OD < 2E O < /0O - EA4< O04 <A0 Aéd 6 2-- ERz
G206 ¢ EA4< O04 Vii N & <8 < AEf V6<i A4 V25<§ ¢

a~€“¥& NOE 200 =2

8 E6NDO <” 2 N AO0tN2Xx<s O 2E=2
O 66 OO0 2440 E 64 =2 é

€
4 2 860 A- e O

0 UD4<p82<O™

a~€“sefO O 66 OO0 vA 06 6<62<ON <Ad Enz2ed < <
N2<2E240 <8EO4 <iA® 6 EBNO < 2N 6 4 <id 8 UD4-
¥O No4EA44 VviAadO<iado <id 4E2 OaA- 2E<dUB<X E A
E2A40N <iA® 644A0” EA< NB4E A < <AO - 448E6 6<X 24
2..0204 02 <AX™ «A000O-4 8 E00240 6 000 04" 2
002N 2 N v0d<O 02<04 8 O <AOX A2UOD o< Efiz 60N



\'  E «¥0O A2N E44A04 ¥86<i\ _ ¢
AOOO®4 ¥fi2< A2--O ONe. N ¥n2< ¥0

[13:24] Our payments team identify a small code error in
one of our Mastercard services, where a specific execution
path wasn't gracefully handling an error case. We believe
this is the cause of the Mastercard issue, so get to work on
a fix.

[13:29] We notice that our internal edge is returning HTTP
404 responses.

Our internal edge is a service we've written and use to
access internal services (like our customer operations
tooling and our deployment pipeline). It does checks to
make sure that we only give access to Monzo employees,
and forwards requests to the relevant place.

This means our internal edge couldn't find the destination
it was looking for.

[13:32] We receive reports from COps that some
customers are being logged out of both the Android and
iOS apps.

[13:33] We update our public status page* to let our
customers know about the issue. This also shows up as a
banner in our apps.

- ¥O0—0O VOO e
<02 42E<® 4 <
3

0
é O\ 2. <

14

Xxe<fi QA X*
||6N <

E O <ii2< 64 E2A406 é 4

No4- 2X 6 E

OW E<

0



The Post-Incident Review
Issue 1: Autumn/Winter 2019

or old information. If affected, you may also be unable to
login or receive bank transfers."
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Monzo: “We Had Issues With Monzo On 29th July.
Here’s What Happened, And What We Did To Fix It

wasn't working, it'd have a much wider impact than we
were seeing.

[13:53] From the metrics, we see successful read and
writes to the configuration service, which is surprising
given we've just seen it fail to retrieve data. It feels like
we're seeing conflicting evidence.

[13:57] We search for some other keys in the configuration
service and realise they're still there.

[14:00] We bypass the configuration service interface and
query Cassandra directly. We confirm that the key used by
the internal edge is in fact missing from Cassandra.

[14:02] At this point we believe we're facing an incident
where some of our data isn't available, so we turn our focus
to Cassandra.

[14:04] Despite our earlier fix for Mastercard, we can see
it's still not fully healthy and the payments team keeps
working on it. This means that a small number of card
payments are still failing.

[14:08] We query whether the new Cassandra servers have
taken ownership of some parts of the data. We don't think
this is possible given our understanding of what's
happened so far, but we keep investigating.

16
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In Cassandra, there's a flag called D XW R B E R R VWWiMthU D S
configures how servers start up and join an existing
cluster. The flag controls whether data is automatically
streamed from the existing Cassandra servers onto a new
server which has joined the cluster. Crucially, it also
controls the querying pattern to continue serving read
requests to the older servers until the newer servers have
streamed all the data.

OO0O®OOOO®

— — — — — S M— S— —
— — -————--—__
— —— —
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In the majority of cases, it's recommended to leave the
default of DXW R B ER R W& W U X\&ith the flag in this
state, servers join the cluster in an 'inactive' state, have a
portion of the data assigned to them, and remain inactive
in data reading until the data streaming process finishes.

19
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But when our last scale up in October 2018 was complete,
we'd set the auto bootstrap flag to false for our
production environment. We did this so that if we lost a
server in our cluster (for example, due to hardware failure)
and had to replace it, we'd restore the data from backups
(which would be significantly faster and put less pressure
on the rest of the cluster) rather than rebuild it from
scratch using the other servers which had the data.

DO OO

Figure 6. Data is mostly streamed from backup
for the replacement node

During the scale-up activity, we had no intention to
stream the data from backups. With auto bootstrap set
to false, we expected the six new servers would be added
to cluster, agree on the partitions of data they were
responsible for, and remain inactive until we initiated the
rebuild /streaming process on each server, one-by-one.

20
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But this wasn't the case. It turns out that in addition to the
data streaming behaviour, the flag also controls whether
new servers join in an active or inactive state. Once the
new servers had agreed on the partitions of data they were
responsible for, they assumed full responsibility without
having any of the underlying data, and began serving
queries.

Because some of the data was being served from the new
servers which didn't have any data yet, that data appeared
to be missing.

So when some customers opened the app, for example,
transactions that should have existed couldn't be found,
which caused their account balances to appear
incorrectly. Once the issue had been resolved, we were
able to fully recover the data and correct any issues.

To stop this happening again, we're making some
changes

There are a few things we can learn from this issue, and fix
to makes sure it doesn't happen again.

We've identified gaps in our knowledge of operating
Cassandra

While we routinely perform operations like rolling restarts
and server upgrades on Cassandra, some actions (like
adding more servers) are less common.

21
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We'd tested the scale-up on our test environment, but not to
the same extent as production.
Instead of adding six servers, we tested with one.

To gain confidence in the production rollout, we brought a
new server online and left it in the initial 'no data' state for
several hours. We did this across two clusters.

We were able to confirm that there was no impact on the
rest of the cluster or any of the users of the environment.
And at this point we were happy that the initial joining
behaviour of auto_bootstrap was benign as we expected.
So we continued to stream the data to the new server,
monitored throughout, and confirmed there were no
issues with data consistency or availability.

What we failed to account for was quorum (the three
servers agreeing on a value). With only one new server, it
wouldn't matter if it joined the cluster fully and didn't hold
any data. In this case, we'd have agreement from the other
two servers in the cluster.

But when we added six servers to production, the data
ownership had two or three members reallocated to the
new nodes, meaning we didn't have the same guarantee
because the underlying data didn't reallocate.

22
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Monzo: “We Had Issues With Monzo On 29th July.
Here’s What Happened, And What We Did To Fix It

far-reaching impact, like we saw with this issue. We'd like
to reduce the likelihood that any single activity can impact
more than one area of Monzo.

With one cluster, it's also much harder to pinpoint the
source of failure. In this instance we took almost an hour
from the first alert to the point where we pulled the
information into a single coherent picture that highlighted
Cassandra at fault. With smaller and more constrained
system configurations, we believe this would have been a
much less complex issue to deal with.

In the long term, we plan to split up our single large
cluster into multiple smaller ones. This will drastically
reduce the likelihood and impact of repeat issues like this
one, and make it safer for us to operate at scale. We want
to make sure we get it right though; doing it in such a way
that doesn't introduce too much operational complexity,
or slow our engineers down at releasing new features to
customers.

§

We're really sorry this happened, and we’re committed to
fixing it for the future. Let us know if you found this
debrief useful, and share any other questions or feedback
with us too.
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Figure 7.

1: https: //monzo.com/blog /2019,/07/30/we-had-issues-with-
Monzo-yesterday

2: https: //en.wikipedia.org /wiki/Apache_Cassandra

3: https: //monzo.com/blog /2018 /09,/20/on-call
4: https: //status.monzo.com
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Are Your Post-Incident Reports Gathering

Digital Dust?
X Q26 O ¥

A four in the morning page—followed by a few (groggy)
hours trying to figure out what happened. Thankfully a fix
is holding, and the system’s returning to normal. Your bed
beckons, but so does the start of the day. Your workload
didn't need an a post-incident report on top: you can’t
recall the last time anyone read one of these, but it still
needs to get done. So you grind one out quickly, and hope
to put the incident far, far behind you.

Sound familiar? Not surprising. Most companies
understand the need for a post-incident report, especially
for disruptive or novel disruptions. A meeting happens to
discuss and beef up the report, and then it lands in the
metaphorical filing cabinet in the sky, er, cloud. Companies
invest thousands of dollars’ worth of people-hours on the
post-incident process only to have those learnings end up
gathering digital dust in some Google Drive folder. Like the
proverbial tree in the forest, if a postmortem gets written
but no one reads it, does it really exist?
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Stripe: “Significantly Elevated

Error Rates on 2019-07-10”
By David Singleton, CTO
Published on July 12, 2019

Summary

Millions of businesses rely on Stripe. We see reliability as
one of our most serious obligations and highest priorities.
We invest in it heavily. However, on 2019-07-10 from 16:35
to 17:02 UTC, and again from 21:14 to 22:47 UTC, the Stripe
API was severely degraded. A substantial majority of API
requests during these windows failed. We've sent you an
email if you had five or more failed POST requests.

We describe the failure in more detail below, but the very
short summary is that two different database bugs and a
configuration change interacted in an unforeseen way,
causing a cascading failure across several critical services.

We've already taken a number of steps to ensure that this
class of failures does not reoccur.

Here is what we have learned so far.
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Timeline for first period of degradation

[Three months prior to the incident] We upgraded
our databases to a new minor version that
introduced a subtle, undetected fault in the
database’s failover system.

[Four days prior to the incident] Two nodes
became stalled for yet-to-be-determined reasons.
These nodes stopped emitting metrics reporting
their replication lag but continued to respond as
healthy to active checks.

[2019-07-10 16:35 UTC] The first period of
degradation started when the primary node for the
database cluster failed.

[2019-07-10 16:36 UTC] Our team was alerted and
we began incident response.

[2019-07-10 16:50 UTC] We determined the cluster
was unable to elect a primary.

[2019-07-10 17:00 UTC] We restarted all nodes in
the database cluster, resulting in a successful
election.

[2019-07-10 17:02 UTC] The Stripe API fully
recovered.
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Timeline for second period of degradation

[2019-07-10 20:13 UTC] During our investigation
into the root cause of the first event, we identified
a code path likely causing the bug in a new minor
version of the database’s election protocol.

[2019-07-10 20:42 UTC] We rolled back to a
previous minor version of the election protocol and
monitored the rollout.

[2019-07-10 21:14 UTC] We observed high CPU
usage in the database cluster. The Stripe API

started returning errors for users, marking the
start of a second period of severe degradation.

[2019-07-10 21:26 UTC] We identified that our
rolled-back election protocol interacted poorly
with a recently-introduced configuration setting to
trigger the second period of degradation. Applying
the required change was slowed by several factors
including CPU resource contention.

[2019-07-10 22:34 UTC] We successfully rolled out
the new configuration and restarted the database
cluster’s nodes.

[2019-07-10 22:47 UTC] The Stripe API fully
recovered.
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Root Cause Analysis
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Stripe “Significantly Elevated
Error Rates on 2019-07-10"

Without a primary, the shard was unable to accept writes.
Applications that write to the shard began to time out.
Because of widespread wuse of this shard across
applications, including the API, the unavailability of this
shard starved compute resources for the API and cascaded
into a severe APl degradation. Automated monitoring
detected the failed election within a minute. We began
incident response within two minutes. Because this was a
complex failure mode that we had not previously
experienced, we needed to diagnose the underlying cause
and determine the steps to remediate. Our team identified
forcing the election of a new primary as the fastest
remediation available, but this required restarting the
database cluster. Once we restarted these nodes, 27
minutes after the event began, the Stripe API fully
recovered.

After mitigating user impact, we investigated the root
cause and identified a likely code path in a new version of
the database’s election protocol. We decided to revert to
the previous known stable version for all shards of the
impacted cluster. We deployed this change within four
minutes, and until 21:14 UTC the cluster was healthy.

At 21:14 UTC, automated alerts fired indicating that some
shards in the cluster were unavailable, including the shard
implicated in the first degradation. This began a second
period of severely degraded availability that lasted until
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Stripe “Significantly Elevated
Error Rates on 2019-07-10"
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cluster manager. Google's network control plane runs
under the control of different instances of the same
cluster management software; in any single location,
again, multiple instances of that cluster management
software are used, so that failure of any individual instance
has no impact on network capacity.

Google's cluster management software plays a significant
role in automating datacenter maintenance events, like
power infrastructure changes or network augmentation.
Google's scale means that maintenance events are globally
common, although rare in any single location. Jobs run by
the cluster management software are labelled with an
indication of how they should behave in the face of such
an event: typically jobs are either moved to a machine
which is not under maintenance, or stopped and
rescheduled after the event.

Two normally-benign misconfigurations, and a specific
software bug, combined to initiate the outage: firstly,
network control plane jobs and their supporting
infrastructure in the impacted regions were configured to
be stopped in the face of a maintenance event. Secondly,
the multiple instances of cluster management software
running the network control plane were marked as eligible
for inclusion in a particular, relatively rare maintenance
event type. Thirdly, the software initiating maintenance
events had a specific bug, allowing it to deschedule
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Google Cloud: “Networking Incident #19009”
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nam3 had greater than 1 second of additional latency from
11:50 to 13:10, from 13:10 to 16:50 latency was increased by
100 ms.

nam6 had an additional 320 ms of latency between 11:50 to
13:10, from 13:10 to 16:50 latency was increased by 130 ms.
us-centrall had an additional 80 ms of latency between
11:50 to 13:10, from 13:10 to 16:50 latency was increased by
10 ms.

us-eastl had an additional 2 seconds of latency between
11:50 to 13:10, from 13:10 to 15:50 latency was increased by
250 ms.

us-westl had an additional 20 ms of latency between 11:50
to 14:10.

AN f< 0280
Cloud Storage average error rates for bucket locations
during the incident are as follows. This data is the best
available approximation of the error rate available at the
time of publishing:

us-west2 96.2%
southamerica-eastl 79.3%
us-east4 62.4%
northamerica-northeastl 43.4%
us 3.5%

us-eastl 1.7%

us-westl 1.2%

us-centrall 0.7%
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